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Our Work

Radical Vendor Neutrality

Accessible Cyber Risk Literacy
Strategic Security Planning

Community Cyber Awareness

Core Tenants of Our Work

Cybersecurity Assessment & Policy Development

Live Cyber Safety Trainings & Awareness Program Management

1:1 Technical Mentoring for Admins on Cloud Application Security

Free Community Awareness Training & Resources

Igniting Potential. 
Transforming Lives.

Piper Center for Nonprofit
and Civic Impact

We’re a nonprofit organization of cybersecurity professionals 

dedicated to helping fellow nonprofits stay safe online.

Our Mission



Data 
Privacy
Week

January 26–30

National Cybersecurity Alliance

●Data Privacy Week – January
●Cybersecurity Awareness Month – October

Sign your organization up to be a champion at

www.staysafeonline.org

501Secure is a proud 
Data Privacy Week Champion
Join Us!



Upcoming
Events

501secure.org/schedule



Awareness 
as a 
Professional 
Standard

Reading your organization to get clarity

● How do we measure awareness in a way that 
actually changes behavior?

● How do we choose tools when every vendor is 
promising a fix-all solution?

● How do we build a "cyber-aware" culture that feels 
like an extension of our values rather than a burden 
on them?



A different 
approach for 
nonprofits

Integrated Approach:

Security + Awareness + Compliance =

Whole-organization initiative



A different 
approach for 
nonprofits

Security, Awareness and Compliance
in a single whole-organization initiative

● Technical controls and security behaviors integrated into everyday 
work.

● Participation and accountability are intentionally distributed 
across the organization, rather than assigned to one person.

● A shared security language is adopted.

● Roles and responsibilities are named and specific.

● Accountability activities are scheduled and regularly reviewed by 
leadership.



Security as a 
standard of 
practice for 
nonprofit 
professionals.

Standard of Practice

✓ Cybersecurity Hygiene + Awareness
✓ Secure business processes
✓ Accountability
✓ Regular oversight

Outcome: Resilience



Security vs. Resilience 
Security Mission Resilience

Prevention
Building a wall high enough to keep the "bad 
actors" out.

Survival
Ensuring the organization can take a hit and keep 
serving the community.

You are either "secure" or "compromised." You are always in a state of prepared adaptation.

Technical
Firewalls, passwords, and encryption.

Holistic
Processes, culture, leadership, and backup systems.

Brittle
When the wall is breached, security loses its 
integrity.

Grace Under Pressure
When a component fails, the mission continues 
(there’s "manual" backup).

Security asks: 
"How do we stop them from getting in?"

Resilience asks: 
"How do we keep feeding/housing/helping people if 
the system is down?"



Measuring 
Progress

Metrics that really matter

(when measuring ROI and program progress)

• Resilience + Durability (active business 
continuity plans in place and rehearsed)

• Reduction in the Number of Security 
Incidents



Case Study:
A Nonprofit 
that tried 
something 
different

Goal: stop treating security as a peripheral 

task and start treating it as a core institutional 

value

● $5M budget

● 45 employees

● a dedicated IT team

● part-time initiative leader

● urban org



Nonprofit 
Self-talk

The things we tell ourselves about 
awareness, security, and compliance

We commonly treat cybersecurity as a technical chore. It isn’t. 
It is an essential component of the invisible scaffolding of our 
work. You cannot have sustained impact without resilience. 



Nonprofit 
Self-talk

When we expand our mission 
perspective to encompass the digital, 
online safety becomes instantly 
relevant to our work.

We are also stewards of the 
digital lives of the vulnerable.



Convenience Resilience 
(Security Awareness as Standard Professional Practice)

Ease of access – Quick logins | No MFA Integrated Cyber Hygiene into work processes

Shame and blame
“Who clicked the link!”

Systems Thinking
“Why was that link able to cause so much damage?"

No evaluation or approval process for vendor 
selection or SaaS sign ups.

Process for vendor and SaaS selection. 
Do vendors offer the minimum security controls? 
What are your three non-negotiables? 

Ad-hoc awareness training or security 
discussions when something happens

Managed integrated program of security and 
awareness with measurable outcomes

Designated IT person handles security. Whole organization stewardship

Where is your organization currently choosing convenience over resilience?



SANS 
Awareness 
Framework and 
Roadmap



Where does your organization currently sit on the 
SAMS Awareness maturity scale?

● Non-Existent: There is no formal awareness program. We rely on luck 
and hope our staff is naturally cautious.

● Compliance Focused: We do the annual training because a donor, 
grant, or insurance policy requires it. It’s viewed as a chore set apart 
from our real work.

● Promoting Awareness & Change: We go beyond the annual training 
videos. We send monthly tips or run phishing simulations. We’re trying 
to change how people think about their daily habits.

● Long-Term Culture Change: Security is now a shared value. It’s part of 
the onboarding process, it’s discussed in team meetings, and 
leadership models the behavior. It’s 'just how we do things here.'

● Metrics & Framework: We can actually prove it’s working. We track 
behavior change over time and use that data to refine our strategy and 
justify our mission-resilience budget.
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Making a 
Plan

What does integration look like?

• Shared security awareness language
• Values-based “Why”
• Concrete actions of stewardship by all 

members of your team



Making a 
Plan

What does integration look like?

● Security is viewed through the lens of your organization values. 

● Identify your assets, and select and prioritize what you defend 

● Make a plan for defense, awareness, and compliance oversight. 

● Use the process of implementing your plan and measuring its 
outcomes as an engine of awareness and cultural change. 



Conflict in the data!
Source:

G Ho, A Mirian, E Luo, K Tong, E Lee, L Liu… - 2025 IEEE Symposium on 
Security and Privacy (SP), 2025

An 8-month, large-scale analysis of 19,500 employees evaluating the efficacy of 
annual awareness and embedded phishing training.

• No significant relationship between completed cybersecurity awareness training 
likelihood of failing a phishing simulation. 

• Whether or not phishing training was taken had little impact on future phishing 
test failure rates.

• Most users spend minimal time interacting with embedded phishing training 
material and for specific users more training increases likelihood of future 
phishing failures.

• Anti-phishing training programs, in their current and commonly deployed forms, 
don’t reduce phishing risks.



Conflict in the data!

Source:

Chhetri, C. (2025, November). Bridging Cybersecurity Research Gaps through 
Meta-Analysis: State of the Art and Future Directions. In Proceedings of the 
26th ACM Annual Conference on Cybersecurity & Information Technology 
Education (pp. 301-302)..

Question: What is the Impact of Training on Cybersecurity Attitudes, Knowledge, 
and Behavior

Looked at the findings from 55 independent studies completed over the last five 
years addressing the same research question regarding cybersecurity education. 

Effective at improving cybersecurity attitudes and knowledge

Ineffective at changing risky behaviors



Conflict in the data!
Source:

Lain, D., Kostiainen, K., & Čapkun, S. (2022, May). Phishing in organizations: 
Findings from a large-scale and long-term study. In 2022 IEEE Symposium on 
Security and Privacy (SP) (pp. 842-859). IEEE.

A 15-month large-scale study investigating employee vulnerability, warnings, and 
collective detection mechanisms at company with 14,000 employees.

• Warning labels on emails reduce risk. 

• Embedded training during simulated phishing exercises don’t make employees 
more resilient to phishing.

• Employee crowd-sourcing of phishing using a reporting button facilitates fast 
detection of new phishing campaigns and employees remain engaged over a 
long period of time.



Conflict in the data!

Conclusions:

1) Reporting a phishing simulation is not a reliable proxy for 
preventing security incidents.

2) Standard automated approaches to awareness training do not
prevent security incidents.



What is the 
benefit of 
security 
awareness?

Resilience

• Shortening the time between “the click” 
and the response

• Risk reduction
• Limiting the severity of incidents
• Staff trained and ready to respond when 

an incident occurs



Case Study:
A Nonprofit 
that tried 
something 
different

Awareness Journey First Steps: 

● All team members completed Cybersecurity 101 training to 

learn the basics of cyber hygiene and cyber risk

● Crowdsourced an inventory of data, devices, processes, and 

compliance responsibilities 

● Asked “How will a compromise impact us?”

● Organically raised awareness at all levels

of the organization
●



What are assets?
Knowledge
Documents
Databases
Media files
Knowledge Base

Tools
Software
Hardware
Cloud accounts
Social media accounts

Payroll
Invoicing
Donation Processing

Reporting
Email
Newsletters

Processes critical to providing essential functions

Include your 
compliance 

responsibilities 
for state, 

regulatory 
agencies, 

contracts, and 
government 

partners.



**Created using MS Forms, content from MS 
Defender, FTC small business, and free vendor 
explainer video on YouTube . 

Data Inventory Template



Training
and activities
aligned to 
protect assets 
and processes

Created Incident 
Response Team

(IR Team)

Asset Inventory

Whole org approach: 
Everyone owns a 
security activity



Every staff member 
owns a security 
activity.



The Role of 
Executive 
Leadership

Visible support for the security program

● Resource Owner

● Data Steward

● Incident Response Team

● Communication Plan

● Legal Obligations

● Business Continuity

● Lead incident response

Establishing security roles and teams



Case Study:
A Nonprofit 
that tried 
something 
different

Resource Owner 

● Anyone who has admin access to online 
platforms and SaaS

● Add users and adjust access privileges
● Regularly monitor logins and account 

activity (e.g., downloads or user 
permission changes)

● Stay current on security
best practices

● Use security features available
to security accounts and data

●



Case Study:
A Nonprofit 
that tried 
something 
different

Data Steward (or digital steward)

● Everyone in an organization, including 
volunteers, contractors, board members, 
and leadership

● Anyone with access to your organization’s 
systems, accounts, or data 

● Consistently practice Cyber Hygiene

● Ensure device safety

● Adhere to data entry practices
● Complete assigned safety

trainings by deadline

●



Case Study:
A Nonprofit 
that tried 
something 
different

Incident Response Team (IR Team)
● A cross-functional team with representatives for 

IT, HR, operations, leadership, communications, 
legal, outside vendors and partners

● Maintain a holistic view of institutional survival
● Resilience planning + leads incident response:

● communication
● legal
● business continuity
● incident response playbooks

● Initially met monthly

● Served informally as awareness
and security champions

●



An 
Asset Inventory
is an Essential 
Resource!

Uses for an asset inventory 

● Reference and a working document 
● Training and awareness opportunity
● Basis for creating policies 
● Tool for adapting an industry recognized cybersecurity 

framework 
● Communication tool for vendors, regulators, funders 
● Assists with succession planning 
● Guides security incident recovery
● It’s a living document 



Making the 
most of what 
you have

Cyber Hygiene

● MFA

● Unique, long passphrases

● Identity management

● Conditional access for devices

● Limiting access to sensitive data and platforms 

● Anti-malware on devices

● Using security settings available on the platforms in use

● Protocols for requesting and approving financial transactions

● Backups and recovery testing

● Regularly log out of accounts and clear browser cache

● Keep software updated

Low cost. Built into most of the commercial platforms and SaaS subscriptions.



Your mission is too 
important to leave its 
security to chance.



Q&A

Contact Kai Dailey, Program Manager 

kai@501Secure.org



Thank you for attending!
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